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BE REGARDED AS ABANDONED. 
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above. 

B. If the status above is to be removed, check box 5b on Part B - 
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
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completed and an extra copy of the form should be submitted. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
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□ "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 



2. For printing on the patent front page, list 

(1) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 



3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent If an assignee is identified below, the document has been filed for 
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interest as shown by the records of the United States Patent and Trademark Office. 
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an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P O - 
Box 1450, Alexandria, Virginia 223 13-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O Box 1450* 
Alexandria, Virginia 22313-1450. ' ' 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
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The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 



This communication is responsive to Amendment filed 6/2/2003 . 
The allowed claim(s) is/are 1-31.34-39. 54-59, 69-73 . 



The drawings filed on 19 August 1998 are accepted by the Examiner. 

4. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1. □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

6. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1 ) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

7. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL 



Attachment(s) 

1. □ Notice of References Cited (PTO-892) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-948) 

3.13 Information Disclosure Statements (PTO-1449 or PTO/SB/08), 

Paper No./Mail Date 33 
4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



5. □ Notice of Informal Patent Application (PTO-152) 

6. □ Interview Summary (PTO-413), 

Paper No./Mail Date . 

7. [8 Examiner's Amendment/Comment 

8. E3 Examiner's Statement of Reasons for Allowance 

9. DOther . . 
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S Hosuk Song 



Primary Examiner 
Art Unit 2135 



U.S. Patent and Trademark Office 
PTOL-37 (Rev. 1-04) 



Notice of Allowability 



Part of Paper No./Mail Date 32 



Application/Control Number: 09/1 36,954 Page 2 
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DETAILED ACTION 
EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 

1 .312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 
In the specification: 

Insert following at line 1 of the first page of the specification. 

-Cross-reference is made to US. Application Serial No. 10/1 47,933 which is a 
continuation Reissue Application of U.S. Patent 5,548,646.-- 

Reasons for Allowance 

2. The following is an examiner's statement of reasons for allowance: Claims 1-31 ,34- 
39,54-59,69-73 are allowed. 

Claims 1,11: Prior art of record does not teach key management information providing 
mechanism for identifying the predetermined encryption method, and a new address header 
representing the source and destination for the first data packet, generating a modified first data 
packet; transmitting the first data packet or the modified first data packet from the first bridge 
computer via the internetwork to the second computer network; intercepting the first data packet 
or the modified first data packet at the second bridge computer; if the second bridge computer; if 
the encapsulation header has been appended to the first data packet, reading the 
encapsulation header, and determining therefrom whether the first data packet was encrypted. 

Claims 6,7: Prior art of record does not teach a second table stored in second memory 
including a correlation of at least one of the first host computer and the first network with one of 
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the second host computer ad the second network, respectively and instructions stored in second 
memory for intercepting modified first data packet upon arrival at second network, determining 
whether correlation is present in second table, and if so, then executing decryption of first data 
packet according to predetermined encryption/decryption mechanism, and transmitting the first 
data packet to the second host computer. 

Claim 14: Prior art of record does not teach instructions stored in first memory for 
executing encryption according to predetermined encryption/decryption mechanism of at least a 
first one of one or more data packets,when at least one predetermined criterion is met, for 
generating a new address header for first data packet and transmitting first data packet to 
second host, new address header identifying broadcast addresses of the first and second 
computer networks, encapsulation header including at least new address header. 

Claims 16,57: Prior art of record does not teach instruction stored in second memory for 
intercepting first data packet before departure from first network,determining whether correlation 
is present, and if so, then executing encryption of first data packet according to predetermined 
encryption/decryption mechanism,generating a new address header including a mechanism for 
identifying predetermined encryption/decryption mechanism and appending new address 
header to first data packet,thereby generating a modified first data packet on to the second host 
computer. 

Claim 17: Prior art of record does not teach in the first bridge computer,generating and 
appending to the first data packet an encapsulation header including key management 
information providing a mechanism for identifying the predetermined encryption method and a 
new address header representing the source and destination for the data packet, thereby 
generating a modified first data packet and transmitting the first data packet or the modified first 
data packet from the first bridge computer via the internetwork to the second computer network. 



Application/Control Number: 09/136,954 Page 4 

Art Unit: 2135 

Claims 18,20,22,24:Prior art of record does not teach information stored in the memory 
of the bridge correlating the first and second computer and instructions stored in the memory for 
intercepting the data packet,determining whether the information stored in the memory of the 
bridge correlates the first and second computers,and if so.decrypting at least a portion of the 
data packet to generate a new data packet including a new address header, and transmitting 
the new data packet onto the second computer. 

Claims 26,36,38: Prior art of record does not teach determining whether the data packet 
should be encrypted upon reference to at least one of the source and destination identifiersjif 
the data packet should be encrypted , encrypting the data packet to produce an encrypted data 
packet; and generating a new header and appending the new address header to the encrypted 
data packet,thereby generating a modified data packet;wherein the new address header 
includes a mechanism for identifying an encryption method used to generate the encrypted data 
packet. 

Claim 54: Prior art of record does not teach instructions stored in first memory for 
executing encryption of at least a first one of one or more data packets according to a 
predetermined encryption/decryption mechanism,when at least one predetermined criterion is 
met, for generating a new address header for first data packet and for appending an 
encapsulation header to first data packet and transmitting first data packet to second 
host.encapsulation header including new address header and a mechanism for identifying 
predetermined encryption/decryption mechanism. 

Claims 58,59: Prior art of record does not teach determining whether data packet should 
be encrypted upon reference to at least one of the source and destination identifiers; if the data 
packet should be encrypted, encrypt the data packet to produce an encrypted data packet; 
generating a new address header storing at least one of a broadcast address associated with 
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the source and a broadcast address associated with the destination, and append the new 
address header to the encrypted data packet.thereby generating a modified data packet. 

Claims 2-5,8-10,12-13,15,19,21,23,25,27-31,34-35,37,39,55-56,69-73 are allowed 
because of dependency. 

Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the 
issue fee. Such submissions should be clearly labeled "Comments on Statement of Reasons 
for Allowance." 



3. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Hosuk Song whose telephone number is 571-272-3857. The examiner 
can normally be reached on Tue-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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